Huéng dan trién khai TravelQ Hotel Admin trén
may chu Holitech

Goi: TravelQ-HotelAdmin-holitech.zip * Nguén: ban xem trudc Cloudflare Pages 8b4226bb (https://xam-
trang.travelg-hotel-admin.pages.dev) - Cap nhat ngay 01/11/2026 (gio Viét Nam, UTC+7), thay géi
9fa50db8 (01/11/2026) va 8d7c2317 (31/10/2026).

Bao mat: gdi va tai liéu nay khong cha mat khau, khod hay token. File .env.example chi c6 tén
bién. Mat khdu dang nhap va HOTEL SESSION SECRET do tools/gen-secrets.sh sinh ngay trén may chu
Holitech, file .env chiluu ban bam SHA-256 clla mat kh&u. Khoa TravelQ ID (TRAVELQ ID API KEY) do
quan tri TravelQ ID céap, chi dién vao file env trén may chu.

1. Goi nay la gi

» TravelQ Hotel Admin la web quan ly khach san (Partner): T6ng quan, Phong, Booking, Thong ké
(Chi s6 kinh doanh, Theo ky, Co cau, Sap téi, Khach hang, Du béo, Qua ID, Danh gia, KPI), Nhan
phong & luu trd, Check-in khudén mat / QR / tai quay, D6i soat cudi thang, Xuat Excel, Thong bdo, Cai
dat & phéan quyén, Téng quan lién bd phan (Chu KS). Cé giao dién sang/téi va tab giot nudc.

e Méi é ban 8b4226bb:

o Dat TA vé 0 hién thi rd "TA - da ban N - da ngung ban" thay cho dang da ban/chi tiéu.

e NUt nhan phong doan gon lai: "Tao ma qua QR" va "Ghi tay".

« Pat phong trudc thém thé Theo nguén (hoa vén / Iit hanh / thuong: s6 phong, dém phong, doanh
thu), b&m mot ngudn dé xem booking.

o Toan bo s6 gidy td mau trong dit liéu demo va may chu gia 1ap déi sang dady gid 000000000101 - 0000000
00121.

e Tu ban 9fa50db8:

e Quy phong HV & TA: c6t hoa vén (HV) va TA theo ngay, khoa phong hoa von cé hop xac nhan va
nhat ky, dat chi tiéu TA vé 0 / nging TA.

« Nhéan phong doan bang TravelQ ID: danh sach khach trong doan cé nat +, quét ma TQID, nhéap
tay, tao ma cho khach chua c6; man hoan tat ghi giao dich nhan phong vao TravelQ ID.

e Phiéu nhén phong chi in ma dinh danh TravelQ ID (khong in tén/gidy t& khach cé ma).

o Pat trudc, Khai bdo luu trd, Phi€u nhan phong, D6i soat VCB.

« Pay la ing dung 1 trang (SPA), dinh tuyén bang #/...; dit liéu booking/phong/luu trd van la dir
liéu mau trong site/data/data.js.

e TU ban 9fa50dbs8, trinh duyét goi /api/tqid/* (chi cung tén mién). Trén Cloudflare day la Pages
Function; trong géi nay la server/tqid-route.mjs + server/tqgid-proxy.mjs (l3i proxy giong hét ban
Cloudflare). May chd Node vira phuc vu file tinh vira lam proxy TravelQ ID: status, session (I& tan
dang nhap ma NV + PIN), verify, profile, transactions, document-match, face-verify.

o Khod TravelQ ID chi doc tl&r bi€n moi trudng may chd, khong gli xuéng trinh duyét, khéng ghi log;
proxy khong luu anh selfie hay néi dung yéu cau, tur chéi origin la (403), cé giGi han tan suat. Chua
dat TRAVELQ_ID API_KEY thi proxy chay ché dé mé phong (d{r liéu gia, khong goi TravelQ ID that).

e Thanh toan: Hotel Admin chi hién thj trang thai thanh todn va déi soat; viéc thanh todn thuc hién
qua c6ng API Vietcombank trong app TravelQ.

e Goi khéng chira ma du an Bénh vién sé.



2. Cau truc goi

Puong dan

site/
server/server.mjs

server/tqid-route.mjs, tqi
d-proxy.mjs, tqid-mock.mj
s, tqid-format.mjs

Dockerfile, docker-compos
e.yml, .dockerignore

deploy/systemd/travelq-ho
tel-admin.service

deploy/nginx/travelqg-hote
1-admin.conf, ..-proxy.conf

.env.example

tools/gen-secrets.sh

tools/backup.sh

tools/smoke-test.sh, tool
s/verify.sh

VERSION.json, SHA256SUMS

3. Yéu cau may chu

NGi dung

Trang tinh, sao ding ting byte tir ban 8b4226bb (index.html, app.js, ui.js, face.js,
extra.js, theme.js, fit.js, drop.js, ops.js, tqid.js, scan.js, ghitay.js, adv.js, pay.js, *.css,
data/, assets/ font + anh, vendor/ grcode + jsQR + xIsx kém gidy phép)

May chu Node déc 1ap (chi thu vién chuan, khéng can npm install): header bdo
mat, cache, gzip, /healthz, ddang nhap HTTP Basic tuy chon, gidi han th(r sai 20
1&n/10 phat/IP; chuyén /api/tqid/* sang proxy

Proxy TravelQ ID phia may chd (phién |& tan ky bang HOTEL SESSION SECRET, pham
vi theo khéach san), dir liéu mo phong khi chua cé khoa, kiém tra dinh dang méa
Chay bang Docker

Chay truc ti€p bang Node + systemd

nginx: HTTPS, HSTS, gzip, cache tinh, chuyén ti€p vé céng 3100

Tén bién moi truong (khong cé gia tri)

Tao .env, sinh mat khdu dang nhap ngau nhién (ghi bam SHA-256) va HOTEL SESSI
ON_SECRET

Sao luu badn dang chay + cau hinh (khéng gom .env)

Thi nhanh sau cai; kiém tra SHA256SUMS

Nguon ban build va méa bam tung file

e Linux (Ubuntu 22.04/24.04 hoac Debian 12), 1 vCPU, 512 MB RAM, 1 GB dia la du.
* Node.js 18 tré Ién (khuyén dung 22 LTS) hoac Docker 24+ c6 Compose.
e nginx 1.25+ (dung cl phdp http2 on;; ban cl hon thi ddi thanh listen 443 ssl http2;), certbot hoac

ching chi ctda Holitech.

o Mot tén mién/subdomain riéng do anh chon (vi du hotel-admin.<tén mién>). Khéng tri€n khai lén
travelq.vn khi chua dugc duyét.



4. Cach A - Node + systemd (khuyén dung)

# 4.1 Tao nguoi dung va thu muc
sudo useradd --system --home /opt/travelg-hotel-admin --shell /usr/sbin/nologin travelq || true
sudo mkdir -p /opt/travelg-hotel-admin/releases /etc/travelq-hotel-admin

# 4.2 Gidi nén gdéi va kiém tra toan ven

cd /opt/travelg-hotel-admin/releases

sudo unzip /tmp/TravelQ-HotelAdmin-holitech.zip

sudo mv TravelQ-HotelAdmin-holitech 8b4226bb

cd 8b4226bb && bash tools/verify.sh

sudo ln -sfn /opt/travelqg-hotel-admin/releases/8b4226bb /opt/travelq-hotel-admin/current

# 4.3 Tao file bién moéi trudng (mat khadd hién 1 lan trén man hinh, cat vao két mat khad)
sudo bash tools/gen-secrets.sh /etc/travelqg-hotel-admin/travelq-hotel-admin.env

sudo chown root:travelq /etc/travelqg-hotel-admin/travelqg-hotel-admin.env

sudo chmod 640 /etc/travelg-hotel-admin/travelqg-hotel-admin.env

# Dién HOTEL ID, HOTEL NAME, HOTEL STAFF ACCOUNTS (va TRAVELQ ID * khi cé khod) — xem muc 7
sudoedit /etc/travelqg-hotel-admin/travelqg-hotel-admin.env

# 4.4 Cai dich vu

sudo cp deploy/systemd/travelq-hotel-admin.service /etc/systemd/system/
sudo systemctl daemon-reload

sudo systemctl enable --now travelqg-hotel-admin

systemctl status travelg-hotel-admin --no-pager

curl -s http://127.0.0.1:3100/healthz

Nhat ky: journalctl -u travelqg-hotel-admin -f.
5. Cach B - Docker Compose

cd /opt/travelqg-hotel-admin
unzip /tmp/TravelQ-HotelAdmin-holitech.zip && cd TravelQ-HotelAdmin-holitech
bash tools/verify.sh

bash tools/gen-secrets.sh # tao ./.env (chmod 600)

nano .env # dién HOTEL ID, HOTEL STAFF_ACCOUNTS.. (muc 7)
docker compose up -d --build

docker compose ps # trang thdi healthy

curl -s http://127.0.0.1:3100/healthz

Container chay chi doc (read only), bd moi quyén (cap drop: ALL), chi m& c6ng 127.0.60.1:3160 cho
nginx.

6. nginx + HTTPS

sudo cp deploy/nginx/travelqg-hotel-admin-proxy.conf /etc/nginx/snippets/

sudo cp deploy/nginx/travelq-hotel-admin.conf /etc/nginx/sites-available/

# Sud hotel-admin.example.vn thanh tén mién that (4 cho)

sudo sed -i 's/hotel-admin.example.vn/TEN-MIEN-THAT/g' /etc/nginx/sites-available/travelq-hotel-admin.conf
sudo ln -s /etc/nginx/sites-available/travelg-hotel-admin.conf /etc/nginx/sites-enabled/

sudo certbot certonly --webroot -w /var/www/certbot -d TEN-MIEN-THAT # hodc dung chirtng chi Holitech

sudo nginx -t && sudo systemctl reload nginx

Lan dau chua cé chiing chi: tam comment khoi server { listen 443 .. }, reload nginx, chay certbot, roi
bat lai.

Header bao mat (Node gui): Content-Security-Policy (chi cho tai nguyén clng tén mién), X-Frame-
Options DENY, X-Content-Type-Options nosniff, Referrer-Policy, Permissions-Policy (camera chi cho chinh
trang), COOP/CORP, X-Robots-Tag noindex. nginx thém HSTS.

Cache: index.html no-cache; file c6 ?v=<hash> cache 1 nam (immutable); font/dnh 30 ngay; css/js
khéng cé ?v= 5 phuat. Nén gzip ¢ cd Node va nginx.



7. Bién moi truong (chi tén, khoéng gia tri)

Bién Y nghia Noi luu

HOST, PORT Dia chi/c6ng Iang nghe (mac dinh 127.0.0.1:3100) .env / file env systemd
TRUST_PROXY 1 = 1ay IP khéch tir header nginx nhu trén

SITE DIR Thu muc trang tinh (mac dinh ./site) nhu trén

ACCESS L0OG 0 = tat nhat ky truy cap nhu trén

HOTEL ADMIN BASIC US Tén dang nhap Basic (mac dinh quantri) nhu trén

ER

HOTEL ADMIN BASIC PA Bam SHA-256 cla mat khu; dé tréng = tat dang nhap nhu trén. Mat khau géc chi
SSWORD SHA256 cat trong két méat khau cua

nguoi quan tri Holitech

HOTEL ID, HOTEL NAM  Ma + tén khdach san clia may chd nay; HOTELS (tuy chon) nhu trén

E, HOTELS nhiéu khach san dang MA|Tén;MA|Tén
HOTEL SESSION SECRE  Chubi ngau nhién = 32 ky tu ky phién |é tan (gen- nhu trén
T secrets.sh tu sinh)

HOTEL STAFF_ACCOUNT L& tan: MA KS|MA NV|Ho tén|sha256 clia PIN, cadch nhau | nhutrén
S bang ;. Tinh bam PIN khéng luu lich st: read -s P; prin
tf '%s' "$P" | sha256sum; unset P

TRAVELQ ID API KEY Khod API TravelQ ID do quan tri TravelQ ID cap; d€ tréng = | chi file env trén may chu
(+ TRAVELQ ID API KE ché& dé mé phéng
Y <MA KS>)

TRAVELQ ID BASE URL, Goc dich vu TravelQ ID (https, khéng kém /api/vl), trang | nhu trén
TRAVELQ ID APP URL,  cap quyén, ma site
TRAVELQ ID SITE

File env: Docker ./.env (chmod 600); systemd /etc/travelqg-hotel-admin/travelg-hotel-admin.env
(root:travelq, chmod 640). Khéng dua vao git, zip, chat hay email.

Luu y ché d® mé phdéng: khi chua c6 khoa TravelQ ID va chua dién HOTEL STAFF ACCOUNTS, proxy dung 3
tai khoan & tan thr cé san trong ma. Nén dién HOTEL STAFF_ACCOUNTS ngay ca khi chay mé phdong dé chi
nhan vién that dang nhap duoc.

P6i mat khau: xod/ddi tén file env cili » chay lai tools/gen-secrets.sh <dudng dai> — systemctl restart
travelq-hotel-admin (hoac docker compose up -d).

Nén bat dang nhdp Basic. Ban nay chi c6 dang nhéap 1& tdn cho cac man TravelQ ID (nhan phong
doan, quét ma); cdc man khac chua c6 dang nhap riéng va van dung dir liéu mau; néu mad céng khai
ma khong bat, ai cé link cling xem dugc giao dién.

8. Kiém tra sau cai

BASE=http://127.0.0.1:3100 AUTH='quantri:<mat khad>' bash tools/smoke-test.sh

curl -sI https://TEN-MIEN-THAT/ | grep -i -E 'strict-transport|content-security|x-frame'

curl -s https://TEN-MIEN-THAT/api/tqid/status # (kém -u néld bat Basic) — xem "mode": mdé phong hay
that

Mg trén iPhone Safari va S22: Téng quan, chuyén tab giot nudc, nat sang/tdi, Thong k&, Quy phong HV &
TA, Nhan phong doan (dang nhap 1& tan - quét ma - hoan tat - phiéu), Check-in khuén mat, Cai dat.
Trén man hinh réng tir 1100 px app tu chuyén sang bé cuc c6 menu trai.

Pudng dan man hinh (thém sau tén mién): /#/tong-quan, /#/phong, /#/booking, /#/thong-ke, /#/luu-tru,
/#/khuon-mat, /#/checkin-qr, /#/checkin-gr?s=doan (nhan phong doan), /#/quy-ta (Quy phong HV & TA),



/#/dat-truoc, /#/khai-bao, /#/phieu-nhan-phong, /#/doi-soat-vcb, /#/checkin-quay, /#/doi-soat, /#/exce
1, /#/thong-bao, /#/cai-dat, /#/chu-ks.

9. Cap nhat phién ban, quay lai ban cii, sao luu

o Cap nhat: gidi nén ban méi vao releases/<md ban>, chay tools/verify.sh, d&i symlink current, syste
mctl restart travelg-hotel-admin.

e Quay lai: tro current vé thu muc ban ci va restart.

¢ Sao luu: sudo APP DIR=/opt/travelq-hotel-admin/current BACKUP DIR=/var/backups/travelq-hotel-admin
bash tools/backup.sh (cé thé dat cron hang tuan). Ung dung va proxy TravelQ ID khéng luu dir liéu
khach trén may chu (giao dich ghi thang vao TravelQ ID) nén sao luu ch yéu 1a mé + cau hinh; file
env khéng nam trong ban sao luu.

10. Viéc con lai trudc khi chay that

1. Anh duyét giao dién xem trudc (8b4226bb) lam ban chinh thirc; ban trén Cloudflare chinh thic
hién van la b3dc48d6.

2. Xin khod TravelQ ID cho Hotel Admin (scope firstParty, faceCheckin) va dia chi dich vu, dién vao
file env trén may ch(; tao HOTEL STAFF ACCOUNTS cho |é tan that.

3. NG6i API d{r liéu that (booking, phong, luu trid, déi soat) thay cho data/data.js, va dang nhap theo
tai khoan/phan quyén that cho cdc man con lai.

4. Chon tén mién va cap ching chi HTTPS trén may cha Holitech.



