Tai liéu két ndéi Hotel Admin véi hé théng TravelQ

Danh cho d6i ky thudt Holitech - Phién bén tai liéu 01/11/2026 - Géi nguén: béan 8b4226bb
Céng ty C6 phdn Ha tdng Dulich s6 Viét Nam (VDTI) - MST 4101683286

Tai liéu ndy tuong thich véi ban TravelQ ID dé& glri Holitech: cling dinh dang mé, cling dudng dén
/api/vl/partner/.. ., cungscope khod. Khéng cé gid tri bi mét ndo trong tailiéu va trong goi.

I 1. Kién trac

Thanh phéan Vai troé

Trinh duyét (Hotel Admin) web tinh trong site/ ; khédng chita khod API; chigoi /api/tqid/* clung tén mién

Mdy chl Hotel Admin server/server.mjs phuc vu web tinh va proxy /api/tqid/*; gilrkhod TravelQ

(Node 18+) ID trong file env

nginx HTTPS dimg trudc mdy chi Node; mdu cdu hinh trong deploy/nginx/

Dich vu TravelQ ID xdc minh mé, hé so c6 dong y, giao dich nhén phong, so khdp gidy t&, so khép
khuén mat

App TravelQ cho khdch d&t phong, thanh todn qua céng Vietcombank, (du kién) order trong phong

Hé théng TravelQ trung nhép gid, duyét quy hoa vén, khdp giao dich Vietcombank, ddy két qud sang

tdm Hotel Admin

Ludng chinh: trinh duyét — nginx — Node (kiém tra phién, Origin, mé& khdch san) - TravelQ ID. Khod chi di &
chdng Node - TravelQ ID.

I 2. Trién khai trén mdy chi Holitech

 Holitech tu van hanh trén mdy chd riéng, khong dung ddm may. Hai cdch: Node + systemd (khuyén
dung) hodc Docker Compose. Chi tiét tirng Iénh trong docs/HUONG-DAN-TRIEN-KHAT - HOTEL - ADMIN-
HOLITECH.md .

e Chaqy th{: bash tools/verify.sh — PORT=3100 node server/server.mjs -
BASE=http://127.0.0.1:3100 bash tools/smoke-test.sh.

« Chua ddt khod TravelQ ID thi proxy tu chay ché dé mé phéng ( server/tgid-mock.mjs ), ding dé thir
giao dién.

¢ Bantham chiéu trén Cloudflare Pages dung cloudflare-pages/functions/api/tqid/[[path]].js Vi
cuing I8i proxy trong cloudflare-pages/lib/ ; Holitech khéng bt budc dung.

 Mbikhdch san mét ban (hodc nhiéu khdch san trén mét mdy chi qua HOTELS ), dif liéu tach theo mé
khach san.

I 3. Ban d6 thu muc géi

Pudng dén Noi dung

site/ web Hotel Admin ban 8b4226bt3 (index.html, cdc file JS, CSS,
assets, data/data.js ditliéu mau)

server/server.mjs mdy chl web tinh, Basic auth tuy chon, access log, gdn proxy

server/tqid-route.mjs, tqid- dinh tuyén va xtrly /api/tqid/*

proxy.mjs

server/tqid-format.mjs kiém tra dinh dang TravelQ ID va ky tu kiém tra

server/tgid-mock.mjs ditliéu md phdng khi chua cé khod

TravelQ - Tai liéu két néi Hotel Admin Trang 1/7



Pudng ddn

cloudflare-pages/functions/,
cloudflare-pages/lib/

deploy/nginx/, deploy/systemd/
Dockerfile, docker-compose.yml

tools/

.env.example
docs/

src_draft/

Noi dung

ban Cloudflare Pages Function tham chiéu

médu nginx va dich vu systemd
chay bdng Docker

verify.sh (SHA256), smoke-test.sh, gen-secrets.sh,
backup.sh

danh sdch bién, chitén, khéng gid tri
hudng dan trién khai, 2 tai liéu PDF nay va ban markdown ngudn

mé& muc B ( rooms.js, inroom.js) dé tham khdo, chua nap vao
site/

I 4. Bién mdi trudng (chi tén)

Bién

Y nghia

HOST, PORT, SITE_DIR, TRUST_PROXY, ACCESS_LOG céu hinh mdy chi Node

HOTEL_ADMIN_BASIC USER,

déng nhép HTTP Basic trudc toan trang (tuy chon)

HOTEL_ADMIN_ BASIC PASSWORD_ SHA256

HOTEL_ID, HOTEL_NAME, HOTELS

mé& va tén khach san; nhiéu khdch san dang
MA\ | Tén;MA\ | Tén

TRAVELQ ID API KEY, TRAVELQ ID API KEY <MA> khod TravelQ ID cho khdch san mdc dinh va cho tung

khdach san (déu - ddithanh )

TRAVELQ ID SITE, TRAVELQ ID SITE <MA> maé site dé loc giao dich theo khdch san

TRAVELQ_ID BASE URL
TRAVELQ_ID APP URL

HOTEL_SESSION_SECRET
HOTEL_STAFF_ACCOUNTS

gdc dich vu TravelQ ID, https, khong kém /api/vl

trang dé khdch cdp quyén (mdc dinh bdang goc dich
vu)

chudi ngdu nhién t3i thiu 32 ky tu dé ky phién

MA KS\|MA NV\|Ho tén\|sha256 PIN, cdch nhau
bdng ;

File .env ddt quyén 600, khdng commit, khong glri qua chat. Mét khdu va chudi bi mat sinh bding
tools/gen-secrets.sh ngay trén mdy chd.

I 5. Proxy /api/tqid/*

5.1Dudng dan

Yéu cdu tir trinh duyét
GET /api/tqid/status?hotel=

POST /api/tqgid/session

GET /api/tqid/verify/{tqid}
GET /api/tqid/profile/{tqid}
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Chuyén téi TravelQ ID Muc dich

(n6i bd) ché dé live hodc mé
phdng; danh sdch
nhdn vién cla dung
khdch san

(ndi bd) I& tan ddng nhap
md NV va PIN, nhén
phién ky HMAC

mang hid
GET /api/vl/partner/ids/{tqid}/verify kiém tra mé hop l1é
GET /api/vl/partner/ids/{tqid} hé so khdch, chi khi

khéch dé cép quyén
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Yéu cdu tir trinh duyét

GET

/api/tgid/transactions/{tqid}

POST

/api/tqgid/transactions/{tqid}

GET

POST

POST /api/tqid/document- POST

match/{sub}

POST /api/tqid/face-verify

/api/vl/partner/users/{sub}/document/match

Chuyén téi TravelQ ID
/api/vl/partner/ids/{tqid}/transactions

/api/vl/partner/ids/{tqid}/transactions

POST /api/vl/checkin/face-verify

Muc dich

giao dich, loc chi tai
khdch san cla phién

ghi giao dich nhdn
hodc tré phong
theo md booking
déi chiéu gidy t&
(sub dang u_..)

so khdp selfie (JPEG
data URL, t6i da

khodng 1 MB),
khong luu anh

Dinh dang TravelQ ID: TQ + 9 chii s6, chif s6 cudila ky tu kiém tra Luhn; van nhdn dang cii TQ-YYYY-
XXXXXXXC . Tiéntd TQID: trong mé& QR dudc bd qua.

5.2 Phién va pham vikhach san

¢ Moiyéucdu (trir status, session ) canphiénlé tan. Pham vikhdch sanldy tir hid trong phién do

may chu ky.
» Header x-hotel-id khdc hid — 403 hotel mismatch.Sla hid trongtoken — chiiky sai » 401.
e Khdch san chua cé khodriéng — 503 not configured, khong dung khod khdch sankhdc.

5.3 Quy tdc Origin va bdo mat

o Proxy khong chuyéntiép origin cla trinh duyét; tir chéi Origin khdc trang Hotel Admin ( 403
origin not allowed ).

¢ Qudn tri TravelQ ID phéi ddng ky Origin ctia tén mién Hotel Admin ma Holitech dng.

o Khod khéng tra vé trinh duyét, khéng ghilog. Khéng luu vé khéng ghi log énh selfie hay ndi dung yéu

cdu.

o Gidi hantan suét theo IP, theo phién va theo lust so khdp khuén mat.

5.4 Ma 16i
HTTP

400
401

403

theo TravelQ
ID

404

409
413,422
423,429
503

code
invalid tqid, invalid sub

invalid login,
staff session required

origin not allowed, hotel mismatch
consent required (chuyén ti€p)

not found, hotel not found

so khdép khuén mat
payload too large, validation
tam khod, rate limited

not configured
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Y nghia
sai dinh dang ma

sai PIN ho&c hét phién

goi tlrtrang khdc hodc phién thuéc khdch san
khdc

khdéch chua cép quyén xem ho so

khong tim thdy mé& hodc ma khdch san
can déi chiéu gidy t& trudc

anh qud 18n, thiéu hodic sai dir liéu

khod so khép tam thdi, qud nhiéu yéu céu

thi€u bién méi trudng hodic khdch san chua cé
khod
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I 6. Thanh todn Vietcombank va déi soat

« Khdch thanh todn trong app TravelQ; ndi dung chuyén khodn chifa mé booking TQH-YYMMDD - NNNN ;
phong hod vén gilr chd 30 phut, khéng hodn tién.

« TravelQ nhén giao dich tir Vietcombank theo kénh dé& théng nhét trong hgp déng (ngodi pham vi
Hotel Admin), khdp véi booking va ddy két qué sang Hotel Admin. Hotel Admin chi doc.

o Trudng dé xudt (ndi bd TravelQ, khéng phéi ddc té Vietcombank): txn ref, received at, amount,
memo , booking ref, due, result ( matched, short, over, unmatched, after expiry ), channel
(hv, ta).

« Diém néi du kién: GET /api/hotel/payments?from=&to= v&webhook POST
/api/hotel/payments/sync (TravelQ ky HMAC), loc theo hid . D&isodt cudithdng GET
/api/hotel/reconciliation/{YYYY-MM} , xdc nhdn POST .../confirm bdichlkhdch san.

| 7. M6 hinh dirliéu (dé xudt cho API that)

Paéi tugng Trudng chinh

hotel hid, name, features[] (chic ndng dang bdt), giG nhdn 14:00, gid trd 12:00

room_type code, name, total, price hv, price ta net, price sell (chidoc, TravelQ nhdp)

room no (vidu102), type, view, status (sach, ban, dang o)

allotment date, room type, hv_quota (TravelQ duyét), hv_sold, hv_locked, ta open (khdch
san ddt; 0 la ngling TA), ta sold, nhat ky thay déi

booking ref TQH-YYMMDD-NNNN, channel (hv, ta), room type, checkin, checkout,
guests, pay status, room no (dukién)

guest tqid hodc khaighitay: cccd (néu cd), personal id clabé, full name, address,
is child; danh sdch va phiéu chiin tqid

checkin booking ref, method (qr, face, manual, kiosk), staff, at, guests[], early,
extend hours (1-6), receipt (A4 ky hodc bién nhdn dién t{)

reconciliation month , téng hod van, téng TA net, hoa héng, trang thdi xdc nhan

inroom order (du id, room no, booking ref, items[], dept (nha-hang, buong-phong, spa, ky-

kién) thuat ), status, pay status, open from, lock at

| 8. Diém nai du kién cho mirc C

Tét cdloc theo hid clia phién; tén dudng dan I dé xudt, Holitech cé thé déi cho phu hap backend.

Pudng dan (du kién) Muc dich

GET /api/hotel/rooms, PATCH danh sdch phong va trang thdi sach ban

/api/hotel/rooms/{no}

GET/PUT /api/hotel/allotments?date= quy hod vén (doc, khod, ma) va s6 TA theo ngdy

POST /api/hotel/bookings/{ref}/assign gdn s6 phong trudce cho booking

GET /api/hotel/bookings/by-tqid/{tqid} khach quét ID hodc khuon mdt thi hién phong da
gdn

POST /api/hotel/checkins ghinhé@n phong; chdn trudc 14:00 tri khi qudn ly cho
nhan sém

POST /api/hotel/stays/{ref}/extend gia han 1-6 giG; qud han tinh 1 dém qua app
TravelQ

POST /api/hotel/keycards/encode ghi thé tir qua SDK khod clra ctia khéch san (chua
chon héng)

GET/PUT /api/hotel/features bat tdt chirc nding theo khdch san
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Pudng dan (du kién) Muc dich

GET /api/app/inroom/{room_no}/menu, POST
/api/app/inroom/orders

phia app TravelQ: chi mé khi khdch dang & ding
phong, tukhod 3 lock at
GET/PATCH /api/hotel/orders 1& tan diéu phdi, bd phan cap nhat trang thdi

Qudn tri TravelQ nhiéu cdp app riéng: cd nudc, tinh, trudng phong, nhdn vién

nhap liéu, nhan vién sales; chua thiét k& API

| 9. Danh sach kiém thix

1. bash tools/verify.sh khdp SHA256SUMS .

2. smoke-test.sh: trang ch( 200, /api/tqgid/status trd ché dd mé phéng khi chua cé khod.

3. Pdng nhép 1& tén ding PIN dudc, sai PIN 401 ; nhan vién khdch san A khéng véio dugc khdach san B.

. GUi x-hotel-id khdc phién — 403 hotel mismatch; Originlg — 403 origin not allowed.

.Mé saiky tukiém tra » 400 invalid tqid.

. VGi khod thir nghiém: verify, profile (trudc va sau khi khdch cép quyén), transactions GET vé POST,
document-match, face-verify.

. Kiém tralog mdy ch vai nginx khéng chira khod, dnh, ndi dung yéu cau.

. Giao dién: Quy phong (khod HV, ddt TA 0), nhén phong dodn (+ tirng khdch, quét ma, ghi tay), phiéu
A4 chiin TravelQ ID, xuét khai bdo luu tra.

9. Thu héi khod: thu héi trén TravelQ ID, xod khai env, kh&i déng lai dich vu.

o O b

o ~

| 10. vong 3 - APIméi (03/11/2026)

Cac API dung chung mot 16i cho Cloudflare Pages Functions ( functions/api/hotel, functions/api/he-
thong ) v mdy chli Node clia Holitech ( server/tqid-route.mjs ). M&ngudén ndm & server/hotel-ops.mjs,
server/hotel-seed.mjs v& server/he-thong.mjs . Mdy cha gitr dif liéu gid 1&p trong bd nhd, khindi co s& dit
lidu that thi thay 16p luu trir.

10.1/api/hotel (phién Ié tan, header x-staff-session)

Pudng ddn
GET rooms, PUT rooms/:so/clean

GET bookings, GET assignments, PUT
assignments/:booking

GET va PUT settings/times
POST early-checkin/:booking

POST kiosk/lookup, POST
checkin/:booking

POST extend/:booking
POST checkout/:booking

POST keycard/:booking

GET orders, POST orders/:id/dispatch,
advance, cancel

GET va PUT features

POST guest/orders
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Viéc lam
Lay danh sdch phdng vé cdp nhat tinh trang don phong

Lay booking va gdn phong trudc cho tiing booking

DPoc va d6i gid nhan, tréd phong. Chi quan ly dudc ddi.
Quan ly cho nhén phong sdm khi phong dd sach

Tim booking bdng khuén mdt hodc TravelQ ID réi nhan phong.
Mdy chi trd mad luu trd c6 han 48 gid.

Gia han tir1 dén 6 gid, qud 6 gid thitinh 1 dém

Trd phong, ddnh ddu phong cén don va khod man order cla
khdch

Ghi thé tir trdng cho phong dé nhdan

Ldy order gop, giao bd phan, chuyén budc va huy order

Doc va bat, tdt chifc néing cla timg khdch san. Chi quén ly dudc
déi.

Da bd. App khdch gl order qua /api/app/inroom/orders
(muc 11).
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10.2 /api/he-thong (phién quan tri, header x-admin-session )
Pudng dan Viéc lam

POST session, GET me Da&ng nhép bdng ma tai khodn va PIN, phién ¢é han 12 gis. Sai 8
lan thi khod 10 pht.

GET stats, GET hotels, GET hotels/:id  Ldy s liéu va khdch san trong pham vi vai trd

PUT hotels/:id/status Bé&t hodic tam diing bdn phong. Chi quén tri c& nudc va cép tinh
dugc lam.
POST hotels/:id/proposals Gui dé xudt stra ho so. Trudng gid hodc phi bi tir chéi véi mé

price not here.

GET changes, POST Ldy danh sdch dé xudt, duyét hodc tif chéi
changes/:id/approve, reject

GET staff, POST leads Xem nhdn su trong pham vi. Nhén vién kinh doanh thém khdch
san dang tiép can.
10.3 Bién méi trudng mdi (chi tén)
Bién Y nghia

HETHONG ACCOUNTS Tai khodn quan tri hé théng dang MA|sha256 cda PIN;...C6 thé thém |vai
tro|pham vi|ho tén.

HOTEL_SESSION_SECRET Dung chung dé ky phién I& tan, ma luu trd va phién quan tri. Chudi ngdu nhién dai tur
32 ky tu.

I 11. /api/app - kiosk sanh va order trong phong (03/11/2026)

L&i chung 1ib/app-guest.mjs (Cloudflare Pages: functions/api/app/[[pathl].js;mdy chi Node:
server/app-guest.mjs qua server.mjs ). Dudng dén ndy khéng nhan phién I& tén vakhéng goi hé théng nha
hang bén ngoai.

11.1 /api/app/kiosk (header x-kiosk-device)

Pudng dan Viéc lam

POST enrol Chibdn xem truéc (HOTEL PREVIEW GUEST=1): kich hoat nhanh mdy kiosk 12 gi&. Bén
chinh thirc trd 403 enrol disabled.

GET info Tén khdch san, gid nhan, tré phong

POST lookup, POST Tim booking bdng TravelQ ID hodc khudén mat. Trd phong dé gdn, TravelQ ID che bét.
face

POST checkin, POST  Nhan phong (tir14:00 hodc khi qudn ly cho phép nhdn sdm), ghi thé trdng. Tré link
keycard order kem md luu tra.

POST call Goi lé tan hé trg
Ma thiét bi kiosk ky bding HOTEL SESSION SECRET, kiéu kiosk , gdn mékhdch san vamémady. Quan ly cdp
mé qua POST /api/hotel/kiosk-devices (phién & tan). Thu hdibdng bién HOTEL KIOSK REVOKED . File tinh
khong chira khod API.

11.2 /api/app/inroom (header x-stay-token)

Pudng dan Viéc lam
POST demo-stay Chibdn xem trudc: md man order clia khdch dang 3 phong 103
GET session, GET menu Phong, han luu trd va menu theo chiic néing khdch san dang bat

GET orders, POST orders, POST Order clia phong nay. Order mdi vao hang chd /api/hotel/orders,
orders/:id/cancel mé tir OD-1101. Khdch hdi lai mdi 5 gidy dé thdy trang thdi.
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Méi luu tri gdn véi booking va phong. Sau trd phong (ké ca khi dé gia han) moi lénh trd 401/403 va man order
tu khod.

11.3 Luuy trién khai

« Bién chi duing cho bdn xem trudc, phdi tdt trén bén chinh thiic: HOTEL PREVIEW GUEST,
HOTEL STATE DAILY, HOTEL DEMO CLOCK, HOTEL DEMO NOW .

 Dirliéu van hanh luu trong D1 HOTEL STATE . Ban xem trudc dung D1riéng travelg-hotel-admin-xam-
state.

« Mdy chl glii X-Frame-Options: DENY . App Travel@ md man order bdng webview, khdng nhung iframe.

« Kiosk tra cttu bdng TravelQ ID 1 diém yéu: ai biét mé TravelQ ID ¢é thé thdy sé phong. Nén bét bude
khudn mdt hodc thém ma xdc nhdn khi lén ban chinh thirc.

« RUiro céuhinh: D1 DB trd véio benhvienso-live & cdhaimaitrudng. Bdn xem trudc dé bé rang budc
ndy. B&n chinh thitc nén dudc rd lai trudc 1an trién khai sau.
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