TravelQ Hotel Admin — Kién tric microservice

Dé xudt self-host Holitech Linux - thiét ké& only - 07/11/2026 (Asia/Saigon)

[ Trang thdi: Ban thiét ké dé xudt - chua trién khai / chua nghiém thu ]
Ma tailiéu TravelQ-HotelAdmin-Kien-truc-Microservice-20261107
Déi tugng anh Long - d6i k¥ thudt Holitech
Pham vi Thiét ké& kién tric - khong mé tng dung - khéng deploy - khéng credential
Ha tang muc tiéu Self-host Linux Holitech - khéng Cloudflare Pages/Functions/D1/TURN mint
Nguén déi chiéu Hop déng Spa/KT OFFLINE; audit Linux 07/11; manifest nguén TEST t368

(250/250, aggregate c3ca7ab08ca8al7f ) — dudng ddn tucng d6i trong kho tdi
liéu, khdng nhing secret

Moi méc th&i gian/céng stic 1a udc lugng lap ké hoach, khéng phai cam két giao hang hay chi phi. Khéng tuyén
b6 chiing nhan danh tinh TQID/provider; gateway TQID 1& ranh gidi ngodi kém kiém thi tich hdp hién cé. Tai liéu
khéng néu s lidu hé s TQID hay khdng dinh dif liéu that/gid cta provider.

Gid dinh nguén clia ban nay: doc hgp déng Spa/KT + dé xudt transport OFFLINE; audit khé thi Linux + provenance
hash; d6i chiéu nghiép vu tir cdy nguén TEST dé pin. Khdng doc/chép secret. Ban ndy dung su that dé cé lic soan.

1. Muc tiéu diéu hanh va pham vi

1.1 Muc tiéu
e Tdch mién nghiép vu thanh dich vu cé chii s hitu dir liéu riéng (database-per-service), gidm diém
nghé&n monolith hién tai (mot Worker + D1 dung chung).
* Giir hgp déng nghiép vu da biét (HV/TA, mot tai khodn nhan tién KS, bé phan, hién thi TQID, xudt phdp
ly kiém sodt) khi d6i kién truc.
* Chay trén mady ch Linux Holitech ty qudn; TLS Nginx/Caddy; bi m&t qua Docker/K8s secrets — khong
phu thuéc Cloudflare.

1.2 Trong / ngoai pham vi

Trong pham vi Ngodi pham vi

Catalog ~14-16 mién; ma trdn s hitu dit liéu; luéng Viét mé&, migration chay that, deploy, provisioning,

bé&t budc; bdo mat; van hanh; 16 trinh & rdi ro. Phan doc secret, gifi tin ngodi. Chiing nhan céng thanh

biét Ul bd phan véi backend mién — Ul riéng khéng todn / khuén mdt / encoder / attestation (chua

ddéng nghia mot microservice méi tab. nghiém thu). App TravelQ ID trung tadm thuéc bién
ngoai.

2. Hién trang da xdc minh vs dé xuat

Su that ky thudt tir audit 07/11/2026 (chi doc). Bé xudt audit cii Node + SQLite mdt mdy phuc vu port monolith t3i thiéu —
bi thay bai quyét dinh viét lai microservice; stack dudi chon PostgreSQL per-service.

Hién trang da kiém Dé xudt microservice

Kién tric SPA + CF Pages Functions; D1 SQLite; chua microservice API Gateway/BFF + dich vu mién
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Hién trang da kiém

Pé xudt microservice

APl / schema

KV /R2 /DO /Queues/
Telegram

Thanh todn / hodn

Spa /KT least-priv

Attestation QL

TQID / Face / Encoder

TURN

Frontend nghiép vu

4 tién t6 API; 10 béng core; Friends DB tuy chon

Khoéng thdy phu thudc bét budc trong cdy dd ra

Chua gateway verified; mdé phdng fail-closed

Ung vién OFFLINE dd review core; chua live / GUI E2E

Chua c6 endpoint / contract trién khai

Proxy ngodi; face/encoder OFF

Mint Cloudflare

Check-in / booking / don / bang bo phdn / bdo cdo / céng
xudit: cé theo hdp déng ngudn
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OpenAPI theo dich vu; schema tdach

Khong gid dinh; kiém ké néu phat
hién thém

Ledger riéng + webhook; OFF dén
khi c6 contract

Ulriéng + Dept Exec + Attestation

Dich vu Attestation; fail-closed
trudc do

Gateway t4i thiéu; thiét bi gitr OFF

TURN tu host (coturn / provider
duyét)

Khéng déng nghia E2E production
da dat
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3. Sc do kién tric dé xudt

TravelQ Hotel Admin — Kién triic microservice dé xudt (self-host Holitech Linux)

Ldp giao dién (Ul riéng — khéng chia sé backend theo tab)
Lé& tan / Admin ] [ Bép ] [ Budng phong ] [ Spa ] [ K thuat ] [ Khéch in-room ] [ TravelQ HQ ] [ Kiosk / App

¥

AP| Gateway / BFF (Nginx-Caddy TLS) + RBAC/ABAC
Cookie HttpOnly - Origin allowlist - correlation-id - khong wildcard CORS

Mién dich vu (méi dich vu = DB logic riéng)

01 Auth-Tenant 02 TQID Gateway 03 Booking-Stay 04 Inventory 05 Pricing 4-mdt 06 Payments
tai khod&n-phién-MFA PII t&i thiéu-proxy nhdn phong-xudt KB cdp phong nguyén ti gid chinh thue s cdichoan
DB: auth_* DB: tgid_* DB:stay_* DB:inv_* DB: price_* DB: pay_*
07 Orders 08 Dept Exec 09 Attestation 10 Notifications 11 Reporting 12 Legal Pl
don-catalog-feat Bép-HK-SpaKT QL xdc nhén hodn tdt nhéc 15p-kénh ndi bd déi soat read-model khai bdo cu tru
DB: order_* DB: dept_* DB: attest_* DB: notify _* DB:report_* DB: legal _*
13 Friends-Consent 14 Media Uploads 15 Call Signaling 16 Audit-Policy
tuy chon - DB friends_* MinlO - meta media_* TURN tu host - call_* chudi audit append-only
Bus su kién: RabbitMQ (chon) + Outbox/Inbox Dit liéu & ha téng self-host (khéng Cloudflare)
PaymentVerified - InventoryAllocated - OrderDispatched - DeptAdvanced PostgreSQL / dich vu (cluster 1 mdy ban déu - khéng join xuyén DB)
AttestationDone - RefundRequested - RefundSettled - PricePublished Redis tuy chon ephemeral - MinlO upload - OpenTelemetry +Prom+Grafana+Loki
Idempotency-Key - consumer inbox - khéng diing Redis lam s& cdi tién Docker Compose trudc - K8s khi can HA that - TLS Nginx/Caddy

Ranh gidi ngoai (khéng thudc Hotel Admin)
TravelQ ID App (gateway riéng) - Céng thanh todn ngan hang / merchant KS (chua nghiém thu) - Thiét bi khuén mét / encoder thé (OFF)
HQ TravelQ (maker/checker gid) - Bdo cdo phdp ly ¢é ty quyén - TURN tu host thay mint Cloudflare

Hinh 1. L&p Ul riéng - Gateway/BFF - 16 mién dich vu - RabbitMQ outbox/inbox - Postgres per-service - ranh gidi ngodi (TQID, céng
TT, thiét bi). SVG vector nhing — khéng phu thudc Mermaid ngodi.
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4. Catalog mién (~16) va sé hitu dir liéu

Nguyén tdc: mdi dich vu sé hitu schema, credential, backup riéng. Ban ddu cé thé mot cluster Postgres trén
md&t mdy nhung cdm bdng diing chung va cdm SQL join xuyén database. Giao tiép lién mién bdng API phién
bdn hda + sukién.

DB logic Lénh / su kién Trach nhiém chinh Khong lam
01  Auth - Tenant auth_* Login, revoke, version RBAC+ABAC hotel/dept; MFA Pll khdch; tién
admin
02 TQID Gateway  tqgid_* Resolve, proxy scoped  PlI t3i thiéu; fail-closed Luu hé so ddy da; ching
nhdn provider
03 Booking - Stay stay _* Checkln, Assign, Holder policy; goi céng Legal Cdp quy; thu tién
Checkout
04 Inventory inv_* AllocateOnPaid Cdp phong nguyén ti; chéng User-hold; hoan HV
oversell
05  Pricing 4-mdt price_* Propose / Approve / Hai tai khodn cd nhén doc lap, KS tu duyét gid phong
Publish khéng tu duyét; KS chi xem
06 Payments - pay_* Intent, Verify, Refund 1tdi khodn KS; mda déng; ledger  Mark hoan sém; dp hoan DV
Refunds [én HV
07 Orders- order_* Create, Cancel(cho), Snapshot gid; tdt feat chi don Dispatch khi chua
Catalog Feat mai paid_verified (prepaid)
08 DeptExecution dept_* AdvanceStep Bé&p /HK / Spa / KT; Chét attestation; thanh todn
expectedStep CAS
09 Attestation attest_* AttestCompletion Dé xudt: céng hoan tdt dichvu  Bypass bdng login manager;
(khéng xod ledger paid) khong thay sé cdi tién
10  Notifications notify _* ReminderDue Nhdc 15 phut Tu bia kénh Telegram (chua
co)
1 Reporting report_* ProjectFromEvents Read-model ddi sodt Ghi de ledger
12 Legal- legal_* Upsert, Pll mé& héa; audit xudt Full Pl trén Ul thudng
Residence AuthorizedExport
13 Friends - friends_* Optin / Out Scope tuy chon Tron DB van hanh KS
Consent
14  Media media_* + PutObjectMeta Upload c6 phép Log body; luu dinh danh thé
MinlO khong méa héa
15 Call Signaling call_* Offer / Answer meta P2P + TURN tu host Mint Cloudflare
16  Audit - Policy audit_* Append, VerifyChain Append-only; correlation-id UPDATE / DELETE audit

4.1Bién nhat quan manh (khéng tach sai)

* Inventory & Payments: chi Allocate sau PaymentVerified . Race “tién vé / hét phong” - quarantine +
reconcile. Khéng I&ing hoan HV (HV cédm hodan/huy). Dy la cau hdi thiét ké maé can chét trude code.

* Orders & Payments « Dept: prepaid (d6 an/uéng, Spa): paid_verified (ledger tién d& nhéan) - LT
Dispatch —» Advance non-terminal - Attest (c6ng hodn tét dich vu, dé xudt). Bdo cdo tdch paid /
completed / refund_pending / settled. K& todn doanh thu cdn xdc nhdn tai chinh — khéng khéng dinh
moi “revenue” chi sau attestation. Khdng double-pay / double-count.

* Pricing & Orders: dan giir snapshot; d6i gid khong stia don cii. Ngoai 1é gidt la theo rule dé biét —
khéng suy rong.

* Ul bd phén la client; mét bounded context Dept Execution + ABAC di ngdy 1trir khi can scale tdch sau.

TravelQ Hotel Admin - Kién tric microservice - Dé xudt 07/11/2026 Trang 4 /10



5. Stack dé xudt (self-host)

Thanh phan

Lua chon

Runtime

API

DB

Bus

Cache
Object

TLS / Secret

Orchestration

Quan sat

Backup

Node.js LTS + TypeScript

REST + OpenAPI 3; gRPC ndi
bé tuy chon

PostgreSQL per-service

RabbitMQ + Outbox / Inbox

Redis tuy chon
MinlO (S3-compatible)

Nginx hodc Caddy; Docker /
K8s secrets

Docker Compose trudc; K8s
khi can HA that

OpenTelemetry - Prometheus
+ Grafana + Loki

PG PITR + MinlO md hoa +
restore drill

Gan logic JS hién c6; OpenAPI nhanh v3&i d6i nhd

gRPC chi khi do dugc Igi ich latency/streaming

Painstance / concurrency; PITR. Khéng SQLite cho microservice da tién trinh.
(Pé xudt SQLite audit = port monolith cii — khéng dp dung & day.)

Hang dgi bén, DLQ, pattern tdi chinh quen thudc trén Compose; chon thay
NATS vi d6i nhé uu tién d6 chin saga tién

Ephemeral (rate-limit, cache); khéng chan ly tién
Upload ndi bo DC Holitech

Khoéng Cloudflare; khéng secret trong image / log / PDF

Mot host # HA

Correlation-id; redact Pl

Muc tiéu dé xudt: RPO < 15 phut - RTO < 4 gi& — chua dat, chi muc tiéu

Outbox ghi cling transaction mién; consumer Inbox theo idempotency key — chéng double-pay / double-allocate. Tén bién
maoi trudng (names-only, khong gid tri): vidu AUTH DATABASE URL , PAY DATABASE URL, RABBITMQ URL,

MINIO ENDPOINT — Holitech chon sau khi chét runtime. Docker/Compose chua cai trén mdy audit hién tai — can méi
trudng riéng khi trién khai sau nay.
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6. Ludng nghiép vu bdt budc (so dd)

Ludng bét budéc A — Mua phong (khong user-hold - TTL 60s - Allocate sau PaymentVerified)

1. Tao Intent 2. Provider 3. PaymentVerified 4. Allocate nguyén tir 5. Dém da ban
ma dong 60s webhook ky ding KS-order-amount Inventory - chéng oversell chi verified-paid

Hét han 60s - intent expired Race: paid nhung hét phong TA ngoai lé
Provider mudén - QUARANTINE + reconcile - khéng tu bai Quarantine - CHOT trudc code - CAM 18ng hoan HV (HV khéng hoan/huy) chi highest TQ admin

Ludng bét budéc B — Bon prepaid - paid ledger - LT - b phén - Attest hoan tdt - bdo cdo

CreateOrder paid_verified LT Dispatch Dept Advance Attest (QL) Completed Report
snapshot gid Bép-Spa prepaid khéng hoan tét BP expectedStep CAS céng hoan tat* sau attest* P

Gigt la = ngoai & tra phi (rule dd biét) LT khoéng mark hoan tét bo phan Chi Settled khi provider verified - idempotent

HK: d6 diing mién phi ’

Nhéc Notifications sau 15 phut ’

Tur chdi dich vu dé tra -» Refund* ’

Tién - gid - hién thi danh tinh - xudt phdp ly (tém tdat chinh sach)

Mot tai khodn nhan tién KS Gid 4-mét TravelQ Hién thi & Legal

Moi b6 phén - m& dong hotel/order/amount KS chi VIEW gid chinh thic Holder: chif cusi - TQID

Khéng cash - khéng ng phong 2 tai khodn déc 1ap, khéng tu duyét Anh/Chi khi ¢é gidi tinh hé s
Khéng manual-paid thay gateway Shared password # 2 danh tinh Dicung/A4/bién lai: chi TQID
Hoan DV # dp cho HV Gigt la: ngoai 1é chinh theo rule Export full: role+consent+audit

Hién thj & xudt phdp ly (sén phdm)
Ul thudng: holder = chif cudi - TQID; Anh/Chi khi ¢ gidi tinh hé sa; di cing / A4 / bién lai = chi TQID.

Xuét khai bdo cu trd ddy di chi véi Gy quyén + consent + audit. Ledger paid ddc |ap attestation hoan tét.

* Attestation & céng thanh todn that chua nghiém thu — fail-closed dén khi cé contract. Bdo cdo: paid / completed / refund_pending / settled.

K& todn doanh thu cdn xdc nhan tai chinh. Feature KS bat/tdt chi chdn don méi; Friends khéng méc dinh ngay 1.

Hinh 2. Luéng A (mua phong) va Ludng B (dan prepaid - ledger paid - attestation hoan tét). HV tuyét déi khédng hoan/huy.

6.1 Mua phong — khéng user-hold
1. Kh3i tao thanh todn - ma déng TTL 60 gidy, khong hold quy theo phién user.
2. Hét han - intent expired; provider d&n mudn — quarantine + reconcile; khéng tu coi d& bdn.

3. Chi paymentVerified (chirky webhook, ding merchant KS, diing amount/order, chéng replay) -
Inventory Allocate nguyén t.

4. Verified-paid m&i dém quy dd bdn. Paid nhung hét phong - quarantine; xi ly theo policy TA/dich vu
néu dugc phép — tuyét déi khong hoan/huy HV. Déay la design question md, khéng “Iding hoan”.

HV: khong hodn, khéng huy. TA: ngoai 1é chi highest TravelQ admin (khéng manager/LT). Quy téc hodan dich
vu khong dp blanket 1én HV.

6.2 Don - tién (ledger) - LT - bd phdn - attestation hoan tat —» bdo cdo
1. Tao don (snapshot gid server).
2. Prepaid (B&p d6 dn/uéng; Spa): paid verified trudc LT dispatch. HK: d6 dung mién phi; gidt & tra phi
theorule.

3. LT dispatch —» Dept Advance + expectedStep ; non-terminal. LT khéng ddnh dédu hoan tét bo phan. Nhéc
sau 15 phat.

4. Dé xudt: Attestation QL 1 c6ng hoan tdt dich vu — khéng xod / khong thay sé cdi dd paid _verified.
Hién chua c6 contract - fail-closed cho budc hoan tat.
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5. Dich vu dé tré bi tir chéi: RefundRequested — goi provider — RefundSettled chi khi verified; retry
idempotent; khéng mark sém; khéng double-count.

6.Bdo cdo / ddi sodt tdach: paid - completed - refund _pending - settled. Ghi nhén ké todn doanh thu cén
xdc nhdan tai chinh.

Moi khodn vé mét tai khodn nhan tién dich KS. Khéng cash / ng phong / manual-paid. Mdi giao dich: mé
ddng hotel / order / amount. KS bét/tdt nhédm don: chi don mdi; giir lich stt. KS VIEW gid; TravelQ maker/
checker = hai tai khodn cd nhan déc lap, khéng tu duyét (mat khdu dung chung # hai tai khodn doc lap).

6.3 Hién thi danh tinh & xudt phdp ly
e Ul thudng: holder = chir cudi - TQID; Anh/Chi chi khi c6 gidi tinh hé so. Ngusi di cing / A4 / bién lai: chi
TQID.
* Xudt khai bdo cu tru: full info chi véi Gy quyén + consent + audit; Ul thudng khéng full Pl
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7. Bdo mat (dé xudt)

* RBAC + ABAC: moi request gdn hotel / department / account-version dd ky phia server; role khong do
trinh duyét chon.

* MFA cho admin va cdp 4-mdét gid.
* Service identity: mTLS (danh tinh dich vu) va phdn dogn mang gitta service — phdn dogn mang khéng
thay thé danh tinh; webhook provider: chiiky + timestamp + nonce chéng replay.

* Truy van tham sé héa; Pll han ché mé héa at-rest; retention tdch; audit phdp ly.
* Phién khdch in-room: gén phong, TTL ngdn, khéa khi checkout.
* CSRF: SameSite + Origin allowlist; cookie HttpOnly Secure; cdm wildcard origin.

* Khéng secret / hash verifier / token / s6 dinh danh cd nhan trong tai liéu hay vi du.

8. Van hanh - quan sat - sao luu

e Compose: gateway, services, Postgres (logic tdch), RabbitMQ, MinlO, (Redis), OTel collector,
Prometheus, Grafana, Loki.

* Log: correlation-id bét budc; khong PlI; khéng body thanh todn.
* Backup: WAL PITR Postgres tiing DB logic; object MinlO phién bdn + md hoa; test restore dinh ky.

* Muc tiéu (chua dat): RPO <15 phut - RTO < 4 gid trén single-host. Failover HA la giai doan sau khico
nhu céu that da do.

9. L6 trinh - uSc lugng - rii ro

Gid dinh d6i: 2-3 engineer full-stack + 0.5 ops quen Node/Postgres; song song vdi xdc nhdn nghiép vu tir anh Long. Don vi:
person-week (pw). Khéng hita ngay calendar / chi phi tién. Khéng bia s6 liéu test/Cl hién tai.

Giai doan Deliverable Acceptance (khdng %)

GO Chét Bién dich vu + quyét dinh race HV + app con  Bién bdn xdc nhan viét 1-2 pw
ngay 1

G1Nén Compose, Gateway, Auth, Audit, OTel Health + login fail-closed + audit append 3-5pw

G2 Phong &  Inventory + Payments ledger (adapter lab Khong oversell test dua; HV khéng hodn 5-8 pw

tién kiém sodt)

G3 3 & don Booking/Stay + Orders + Dept + Notify Prepaid + reminder 15p + CAS 5-8 pw

G4 Gid & BC  Pricing 4-mdt + Reporting Hai tai khodn ddc 16p, khong tu duyét; KS view-only 2-4 pw

G5PIl & Legal céng; TQID gateway; TURN tu host Export cé audit; TQID fail-closed 3-5pw

ngodqi

G6 Clng Attestation (c8ng hoan tdt); chaos/ Hoan tét dich vu c6 attest khi bat; ledger paid déc lép;  3-5pw

héa idempotency; restore drill restore dat muc tiéu gidy

Tong thé: ~22-37 pw (udc lugng lap ké hoach). V&i gid dinh d6i 2-3 engineer, quy d6i tho ~8-19 tudn
trudc cdc tré bén ngodi (gateway/TQID/phdp ly/onboarding) — khéng phdi cam két ngdy giao.
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9.1Ruiro chinh

. Onboarding céng thanh todn / merchant tiing KS.

. Contract TQID & thay TURN khéi Cloudflare.

. Khuén mat / encoder — giir OFF dén khi cé hardware + contract.
. Xudt phdp ly & retention PII.

.Race inventory & payment (ddc biét HV).

. Migration JSON-state monolith = DB tdch / nhét qudn phan tan.

N OO o WN

. Ops single-host (backup / restore / disk / secrets).

9.2 Phdi xdc nhén nghiép vu truéc khi code
* X{ ly “paid nhung hét phong” véi HV (khéng hodin) so véi TA / dich vu.
* Pham vi ngoaqi 1é gid gidt la.
* Attestation: ai ky, SLA 15 phut, cé Gy quyén khéng.
* App con ngay 1(Friends khéng mdc dinh).
* Ai cdp manager dau trén Holitech (kénh bdo méat — khéng qua PDF).
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10. Thuat ngir

Thuat ngir Nghia trong tai liéu

Microservice Dich vu deploy doc 1ap, s& hitu DB logic riéng, giao tiép APl / su kién

Outbox / Inbox Ghi sy kién cung transaction; consumer khir trung idempotent

paid_verified Thanh todn d& xdc minh bdi provider / webhook — khong phdi tu khai Ul

ABAC Kiém sodt truy cdp theo thudc tinh (hotel, dept, account-version)

4-mdt Maker v& checker phdi & hai tai khodn cd nhan déc 1ép; khéng tu duyét

HV / TA Hang quy phong theo nghiép vu TravelQ; HV khéng hodan / huy

RPO /RTO Muc tiéu mét dir liéu t6i da / thai gian phuc héi t8i da (chua dat)

Fail-closed Thiéu contract / secret / provider - tir chdi, khdng mock production

Quarantine Trang thdi giif két qud tién/phong chua quyét — chd reconcile, khéng tu bdn / tu hodn HV

11. K&t luan

Day la ban thiét ké dé xudt dé Holitech self-host theo hudng microservice, ké thira hdp déng nghiép vu dé
biét tir nguon Hotel Admin hién cé, dong thdi khong tuyén b dé trién khai, dé nghiém thu céng thanh todn,
khudn mdt, encoder, attestation, hay chitng nhan danh tinh TQID. Su that d& kiém (monolith CF+D1, 4 AP,
10 bang core, khong KV/R2 bét budc trong pham vi rdl, payment/face/encoder/attestation chua xong)
dudc tach rd khdi phan dé xudat.

Budc tiép theo: anh Long va Holitech chét cdc cédu hdi muc §9.2, réi méi mé giai doan GO / Gl.

— Hét tai liéu dé xudt - khong chira secret - khéng dir liéu cé nhén —
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